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INTRODUCTION

“HUNTING IS NOT A SPORT. IN A SPORT, 
BOTH SIDES SHOULD KNOW THEY’RE IN 
THE GAME.” 

– PAUL RODRIGUEZ

‘Threathunting’isaconceptthathasgained
tremendoustractionwithinthecybersecurity
community.Organizationshaverealized
thatwhiletraditionalsecuritycontrolsand
analysishaveservedasacornerstoneforan
organization’scybersecuritycompliance,they
arenolongersufficienttomitigateoperational
risks.

Thisisespeciallytruegiventheever-increasing
attacksurfacesoftheseorganizations,aswell
astheincreaseinnumberandcapabilityof
cyberadversaries.Thisrealityhasnecessitated
aparadigmshiftfromreactivetoproactive
security,andasaresult,organizationshave
increasinglyfocusedonthreathuntingtofill
thisrealizedgap.

However,despitethisincreaseindemand
forprocesses,people,andtechnologiesto
enablethreathuntingacrossenvironments,
manyorganizationscontinuetostruggle
withtheestablishmentofsustainablethreat
huntingcapabilitieswhichareabletooperate
inarigorous,andrepeatable,manner.This
struggleisoftenfedbyalitanyofbusiness
andtechnicalchallenges,someofwhichare
uniquetothreathunting,butmanyofwhichare
commontosecuritypracticesasawhole.
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BUSINESS CHALLENGES

Fromabusinessperspective,oneofthemost
criticalchallengesorganizationsarefacedwith
areskillsshortagesforthreathunting.

Thismeansthatmanyorganizationsare
unabletolocateresourcestostandupathreat
huntingcapability;and,fororganizationsthat
areabletoconductthreathuntingoperations,
theirprogramsarelargelyreliantononlyafew,
highlyskilledandtechnicalresources.This
oftenmeansthatanyfluctuationinmanning
canhavedirectoperationalimpacts.Skill
shortage,however,isnottheonlybusiness-
relatedchallengetothreathunting.

Anotherchallengeorganizationsgrapplewith
istheinherentlyuncertainnatureofthreat
hunting.Thisuncertaintycanoftenmake
itachallengetoappropriatelymeasurethe
valuethatthreathuntingbringstosecurity
operations,whichinturncanmakeisdifficult
torealizethereturn-on-investment(ROI)for
organizations.

Withongoingskillsshortagesformost
organizations,andthechallengeinmeasuring
ROIfororganizations,acommonoutcome
ofthisisthatthreathuntingteamsareoften
secondedto,orforgonealtogetherinfavorof,
ongoingtraditionalsecurityoperations.

AMONG CYBER SECURITY PROFESSIONALS

98% 86% 72%

Currently run or intend to run 
threat hunting operations as part 

of their security strategy.

Believe the human elements and 
analyst input is essential to defend 

their organization from cyber 
attacks,

Claim their lack of skilled 
staff is their primary barrier to 
sucessful security operations

SANS2020ThreatHuntingSurvey
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TECHNICAL CHALLENGES

Fromatechnicalperspective,thenumberof
impedimentsorganizationsfacetoestablishing
athreathuntingcapabilityareconsiderable.

Oneofthemostcommontechnicalchallenges
isaso-calleddatadeficit.Organizations,
dependentupontheircurrentSOCmaturity,
oftenfindthatthedepth,breadth,quality,and
quantityoftheirdataisinsufficienttosupport
threathuntingoperations.Thischallengecan
becompoundedassecurityteamscometo
realizethattheirexistingsecuritycontrolsmay
notprovidesufficientcoveragetosupport
moreadvancedthreathunting.

Theongoingskillshortagealsomanifestsitself
asatechnicalissuefororganizations.Thisis
especiallytrueasthenumberofresourceswith
thedepthofexperiencetodevelopoperational
capabilitiesandconductthreathunting
operationscontinuestoremainverylow.
Theresultisoftenalackdirectionandfocus
forthreathuntingoperationswhichtypically
resultsinalackofdefinedprocesses,aswell
asineffectiveandunreliablehunts.

Despitethesesignificantchallengesthat
organizationscontinuetoencounter,thereis
bothademand,andaneed,formature,reliable,
repeatableandrobusthuntingcapabilities
inmanyorganizations.CyborgSecurity’s
ThreatHuntingFrameworkseekstoprovide
operationalandtechnicalguidance,derived
fromthecollectiveexperienceofourdedicated
huntteamsandontheshouldersofgiantsthat
camebeforethem,whohaveservedinsome
ofthelargestorganizationsaroundtheglobe.
Beforeexploringthreathunting,however,itis
valuabletofirstexaminethedefinitionof,and
therolethat,threathuntingplaysinamature
securityoperationsteam.
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THREAT HUNTING SECURITY 
OPERATIONS

A DEFINITION OF THREAT HUNTING
Atitssimplest,threathuntingisaniterativeandproactiveprocesswherebythreathunters
seekoutanomalousactivity,artifacts,andbehaviorswithinanenvironmentwiththe
objectiveofidentifyingpreviouslyunknownandundetectedthreats.Thisdefinitionhastwo
criticalcomponents:

Threat hunting must be iterative.Ahunt
(thecommonlyacceptedtermforactivity
carriedoutbytheseteams)hasvalueinits
execution,butonlyforthedurationofits
execution.Oncethehuntiscomplete,any
subsequentmaliciousactivitymayremain
unidentified.Therefore,huntsneedtobe
carriedoutinaniterativefashionbasedon
theprevalenceofthetechnique,andthe
relativerisktotheorganization.

Threat hunting must be proactive.The
objectiveofthreathuntingis,ultimately,
toidentifypreviouslyundetected
maliciousactivityinanenvironment.
Thisobjectiveisaccomplishedthrough
avarietyofanalysismethods,especially
thoseinvolvingbehavioralandstatistical
analysis.Thisprocess,however,
absolutelydoesnotrelyonsearching
throughanenvironmentusingatomic
indicatorsofcompromise(IOC).That
practicebelongsstrictlytothedomainof
traditionalsecurityoperations,notthreat
hunting.
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THE ROLE OF THREAT HUNTING

Therolethatthreathuntingplaysforsecurityteamsandorganizationsalsopresentschallenges.
Thisisbecausetheroleofthreathuntingwithinthesecurityoperationsmilieuasawhole,and
whattheexpectedoutcomesofthreathuntingare,areoftenpoorlyunderstood.

Threathuntingissometimeserroneouslyportrayedasanelitecapabilitythatisoperationally
segregatedfromotherdisciplines.Thishowevercanresultinineffectualthreathunting.The
threathuntingcapabilityofanorganizationshouldbetightlyintegratedwithtraditionalsecurity
operationsaswellasotherdisciplineslikethreatintelligenceandincidentresponse,asitrelies
significantlyontheseotherdisciplinesforinputs.

Additionally,theoutputsofthreathunting,especiallydetectionofmaliciousactivityandricher
understandingofanenterpriseenvironment,willserveasinputsforothersecurityteams.

INCIDENT
RESPONSE

CYCLE

SECURITY
ANALYSIS

CYCLE

THREAT
INTELLIGENCE

CYCLE

THREAT
HUNTING
CYCLE
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THREAT HUNTING OUTPUTS

THREAT DETECTION CONTENT CREATION

Upondiscoveryofapreviouslyunknownthreatwithin
anenvironment,threathuntersandincidentresponders
willanalyzetheactivityandtoolsets.Thisanalysis
shouldultimatelyresultinthedevelopmentofthreat
detectioncontent.

INDICATORS OF COMPROMISE (IOC) CREATION

WhilethreathuntingdoesnotrelyontraditionalIOCs,the
outputofthreathuntingcanabsolutelycontributetothe
collectionanddeploymentofIOCsintotraditionalsecurity
controls,threatintelligenceplatforms(TIPs),signatures,
orforimmediateblocking.

PLAYBOOK AND RUNBOOK CREATION 
OF ENRICHMENT

Otheroutputofthreathuntingisenhanced
documentationwhichoftentakestheformofplaybooks
andrunbooks.Theseplaybooksandrunbooksoftenserve
twopurposes.First,theyformthebasisforoperational
processesandmethodologiesusedonrepeatedhunts.
Second,andperhapsmorecrucially,theyshouldserve
asguidesforsecurityanalyststoinvestigatethethreat
detectioncontentthatwasalsocreated.Thisensures
thatanalystsinvestigatingthethreatdetectioncontent
areprovidedwithconsistentanalysismethodologiesand
remediationguidelines.Theseplaybooksandrunbooks
becomemissioncriticalforthesuccessfuldeploymentof
threatdetectioncontent.

RED TEAM ENGAGEMENTS

Alessobviousoutputofthreathuntingisasasource
ofresearchforredteamengagements.Threat
huntingactivitiescanserveasreal-worldinspiration
formethodologies,aswellastotestthreatdetection

contentcreation.

THREAT INTELLIGENCE REPORTING

Anothervaluableoutputofthreathuntingisthe
incorporationofthefindingswithinexistingthreat
intelligencereporting.Oneofthemostcriticalsources
ofthreatintelligenceisexistingthreathuntandincident
responsedatafromwithinanorganization.Thisdatacan
thenbeenrichedandcontextualizedthroughthethreat
intelligenceprocess.

INCIDENT RESPONSE ENGAGEMENT

Anotherobviousoutputofsuccessfulhuntswillbenew
incidentresponseengagements.Itcanbetemptingto
amalgamatetraditionalincidentresponsewiththreat
hunting.Indeed,bothteamsoftendrawonsimilarskill
sets.However,ifanorganizationhasadedicatedincident
responseteamandprocesses,anyidentifiedmalicious
activityasaresultofhuntsshouldbedirectedtowards
thoseteams.

Organizationsoftenrelyonthreathuntersfortheirabilitytodetectpreviouslyunknown
andunidentifiedthreats,threathuntingalsoservesasaninvaluableinputandresourcefor
organizations’existingsecurityoperations.Tothatend,threathuntingshouldserveasarising
tidewhichliftsallboatswithinanorganization,andnotremainalakeofknowledgeuntoitself.
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PRE-REQUISITES TO THREAT 
HUNTING

Threathunting,asacapability,hascertainpre-requisitesmuchlikemostdisciplinesincyber
security.Whilesomewouldasserttheneedforaparticulartechnologyorbrand,therealityisthe
pre-requisitesforthreathuntingtypicallycanbegroupedintothecategoriesoftechnologicalpre-
requisites,andpersonnelpre-requisites.Itshouldbenotedthatwhilewehavereferredtothemas
pre-requisites,alackinaspecificareadoesn’tprohibitthreathunting,butitmayhinderit.
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EMULATION & VALIDATION 

Threathuntingisacriticalaspectofmodern
cybersecurity,asitenablesorganizationsto
identifyandrespondtoattacksbeforethey
causesignificantdamage.However,tobe
effective,threathuntingneedstobesupported
byrobustandreliabletestingcapabilities.
Emulationandvalidationareessential
componentsinthethreathuntingprocess,as
theyalloworganizationstotestandvalidate
theirdefensesbeforeandaftertheyare
implemented. 

Emulationandvalidationenableorganizations
tosimulateanattacker’sbehaviorina
controlledenvironment,allowingthemto
identifyandaddressvulnerabilities,improve
theirincidentresponseprocedures,and
measuretheeffectivenessoftheirsecurity
controls.Byusingthesecapabilities,
organizationscanenhancetheirthreat
intelligence,astheygainvaluableinsights
intothetacticsandtechniquesusedby
advancedadversaries.

Moreover,emulationandvalidationcanhelp
organizationsdemonstratecompliance
withindustrystandardsandregulations,by
providingproofthattheirsecuritycontrolsare
functioningasintended.Thisisparticularly
importantfororganizationsthataresubjectto
strictregulatoryrequirements,asitcanhelp
themavoidcostlypenaltiesandfines. 

Emulationandvalidationcapabilitiesare
apre-requisiteforeffectivethreathunting.
Bysimulatinganattack,organizationscan
validatetheirdefenses,improvetheirincident
responseprocedures,andenhancetheirthreat
intelligence.This,inturn,helpsorganizationsto
protectthemselvesagainstcyberthreatsand
maintaincompliancewithindustrystandards
andregulations. 
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TECHNOLOGICAL PRE-REQUISITES

Oneoftheprimaryquestionsoftenaskedduringtheresearchphasesfororganizations
lookingtoestablishthreathuntingteamsis:“whattechnologicalpre-requisitesareneededfor
threathunting?”

IT IS SIMPLE, BUT COMPLICATED
Theanswertothiscanbebothsimpleandcomplicatedatthesametime.Itcanbeasimple
answerbecauseatthecoreofthreathuntingisvisibilityintoanenvironmentatboththenetwork-
andhost-levels.Thegreateringranularitythevisibilityis,thesimpleritwillbeforthreathunters
toexaminedataanduncoversuspiciousormaliciousactivity.However,theanswerwillalmost
certainlybecomplicatedaswell.Thisisbecausehoworganizationswillaccomplishthisis
ultimatelydependentuponanumberofuniquevariables.Thiswillincludecompatibilitywith
currenttechnologiesandplatforms,availablebudget,andoperationalandlegalconcerns.

BREADTH AND DEPTH

Anotherimportanttechnicalfactoristhatthreathuntingdoesn’tsimplyrequireabreadthofdata,
butasignificantdepthaswell.Thisdataisoftengeneratedbyendpointagentswhichrecord
changestothestateofasystemorappliancethatrecordnetworktraffic.

STORAGE

Withthisincreasedvisibility,anotherkeyconsiderationiscapacityanddurationoflogstorage.
Organizationswilloftenfindthattheirstorageneedsincreasedramaticallyastheyintegrate
thesenewprolificlogsources.Andasthreathuntingoftenrequireslargedatasets,thiswill
resultinorganizationsneedingtoplanforlongtermstorageofdatawithrelativelyrapiddata
access.

ANALYSIS PLATFORM

Anotherminimumconsiderationissomeformofcollationandcorrelationplatform.These
platformsallowthreathunterstoexaminedatafromanumberofdifferentperspectives.While
someorganizationsmaybetemptedtofocusondedicatedthreathuntingplatforms,thereality
isthattoolslikeasecurityinformationandeventmanagement(SIEM)orbigdataplatformscan
besufficient.Additionally,theycanbesupplementedwithfreeandopen-sourceanalysistoolsfor
thingslikedatavisualization.Thekeyisthattheplatformshouldpresentmultiplemethodsfor
analyststoenrich,correlateandvisualizedata.Beyondthosecapabilities,theselectionofsucha
platformwillresidewiththeorganizationusingit.
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PERSONNEL PRE-REQUISITES

Anotherquestionwhichisfrequentlyasked
byorganizationslookingtoestablishathreat
huntingcapabilityis“whattypeofpeopledoI
needforthreathunting?”

Theanswer,here,issimilartothatinthe
sectionontechnologicalpre-requisitesin
thattheanswercanbothincrediblysimple
andfrustratinglycomplex.Atthecoreofa
threathunterisanextensiveknowledgeofthe
mechanicsofanoperatingsystem(typically
WindowsandLinux,butwithagrowing
needformacOSandmobileplatforms),
especiallyforhuntersengagedinstructuredor
hypothesis-basedhunting.

However,theanswercanalsobequite
complex,asthebroadertheexperienceofa
candidateisinvarioussub-disciplines(and
indeedotherdisciplinesaltogether)thericher
thecapabilityoftheteam.

Forinstance,thosewithstrongmathematical
backgroundswillprovevaluableforstatistical
analysis;orthosewithprogramming
backgroundswilllikelybeabletoprovide
tooldevelopment,aswellasaugmenting
teams’abilitiestounderstandmoreniche
programmingconcepts.Anotheroften
overlookedcomponentforthreathuntersis
institutionalknowledge.Forexample,aformer
systemadministratorintheorganizationmay
providecriticalinsightintoexpectedbehaviors
forbothusersandsystems,andmaybeable
toaugmentateam’scapabilitysignificantly.
Allofthisistosaythatwhileatitscorethreat
huntingrequiresanextensiveexperience
withthetargetoperatingsystemsandthe
organizationasawhole,additional,anddiverse
experiencesarealsohighlydesirable.

PROFESSIONAL BACKGROUNDS COMPANIES VALUE IN THEIR 
THREAT HUNTING TEAM MEMBERS

Knowledgeinbaselinenetworkcommunicationsandactivity

Incidentresponse

ThreatIntelligenceandanalysis

Knowledgeinbaselineendpointapplications,usersandaccess

Networkforensics

Endpointforensics

Malwareanalysis

Memoryforensics

Other

0 10% 20% 30% 40% 50% 60% 70% 80%

74.7%

71.1%

66.8%

66.2%

59.8%

55.2%

48.5%

30.9%

4.6%

SANS2019ThreatHuntingSurvey:TheDifferingNeedsofNewandExperiencedHunters
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HUNT TEAM MATURITY

Threathuntinghasbecomeacriticalcomponentofmoderncybersecuritydefenses,as
organizationsareconstantlyfacingevolvingthreatsintheever-changingthreatlandscape.Threat
huntingistheprocessofproactivelyseekingoutthreatsthathaveevadedinitialdetectionby
securitysystems.Asorganizationsmatureintheirthreathuntingcapabilities,theyareableto
betterdetectandrespondtosecurityincidentsinamoreefficientmanner.Inthissection,we
willexplorethethreelevelsofthreathuntingmaturityandhoworganizationscanmaximizetheir
threathuntingefforts.

HUNTING OPERATIONS CHALLENGES WINS

NOT STARTED

 � Talent
 � Process
 � Time
 � Centralized Management

Where to Start

 � Hunt Packages
 � Intel Sources
 � Technical Notes
 � Mitigation/Response Action

REACTIVE
 � Process
 � Time
 � Centralized Management

Emerging Threats

 � Threat Collections
 � MITRE Tagged Behaviors
 � Contextualized Metadata Tagging

PROACTIVE
 � Time
 � Centralized Management

Augementation

 � 24/48 Hour Turn Around
 � 20+ Hunt Packages/Month
 � 180 Day Hunt Package Review
 � Planning/Reporting Hunt Module
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NOT STARTED

Thefirstlevelofthreathuntingmaturityis“NotStarted.”Organizationsinthiscategoryrely
exclusivelyontraditionalsecuritycontrolsandtechnologiestodrivedailyoperations.Theywill
likelyrelyheavilyonautomatedalerting,generatedfromsecuritycontrolssuchasantivirus,
firewalls,andintrusiondetectionandpreventionsystems.Theseorganizationswillalso
likelyhaveaplatformforloganddataaggregation,suchasasecurityinformationandevent
management(SIEM)platformbutwillhavenotruethreatintelligencecapability.Thechallenges
fororganizationsatthislevelincludefindingandretainingtalent,developingthreathunting
processes,dedicatingtimetothreathuntingefforts,andcentralizingmanagementofthreat
huntingefforts.

REACTIVE

Thesecondlevelofthreathuntingmaturityis“Reactive.”Organizationsinthiscategoryhave
developedsufficientvisibilityintotheirenvironmenttoconductmaturethreathunting,buttheir
focusisprimarilyonreactiveefforts,suchasrespondingtoemergingthreats.Theywilltypically
becapableofproducingtheirownorganization-specificthreatintelligenceandwillemploymore
advancedanalysismethodologies,suchasstructuredorhypothesis-basedhunting.However,
theymaystilllackthetimeandresourcestofullymaturetotrueproactivethreathunting.The
challengesfororganizationsatthislevelincludefurtherdevelopingthreathuntingprocesses,
dedicatingtimetohunting,andcentralizingmanagementofthreathuntingefforts.

PROACTIVE

Thethirdlevelofthreathuntingmaturityis“Proactive.”Organizationsinthiscategoryhavelargely
addressedthemanning-relatedissuesfoundintheprevioustwocategoriesandareableto
developtheirownhuntingcontent,queries,andthreatdetectioncontent.Theseorganizations
areoftenabletopublishtheirfindingsanddevelopcommunitycontentusedbyorganizations
inlesserclassifications.Thechallengesfororganizationsatthislevelincludetime,asthesheer
numberofhuntsrequiredtoberesearched,developed,andactionedexceedstheamountof
timeavailable.Additionally,thereisstillarequirementtofurtherthemanagementofthreat
huntingactivities,suchasprovidingconcreteevidenceofareturnoninvestmentandroutinely
communicatingthevaluethatthreathuntingplaysintheirorganization.
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Tomaximizetheirthreathuntingefforts,organizationsshouldstrivetoreachtheproactivelevel
ofthreathuntingmaturity.Thisrequiresadedicatedefforttodevelopthenecessaryskillsand
processes,aswellastheinvestmentintherighttoolsandresources.Italsorequiresastrong
commitmenttothreathuntingasacriticalcomponentoftheiroverallsecuritystrategy.By
leveragingtherighttools,acquiringthenecessaryskills,andmakingthreathuntingaregularpart
oftheirsecurityprogram,organizationscanmaximizetheirthreathuntingeffortsandtakefull
advantageofthiscriticalpractice.

Threathuntingmaturityisacriticalcomponentofmoderncybersecuritydefenses.By
understandingthethreelevelsofthreathuntingmaturity,organizationscanbetterassesstheir
ownthreathuntingcapabilitiesandtakestepstomaximizetheirefforts.Whetheranorganization
isjustgettingstartedorisalreadywellintotheirthreathuntingjourney,thereisalwaysroomfor
improvementandgrowth.Bydedicatingthetimeandresourcestothreathunting,organizations
canstayaheadofthecurveandavoidmissedopportunities.
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THREAT HUNTING CYCLE

Threathunting,likemanydisciplinesinthecybersecurityfield,shouldaspiretobeconsistent,
rigorous,andrepeatable.Thisisbecausewhilehuntingonitsownisvaluable,thetruevalue
isderivedfromrepeatedhuntswhereorganizationshaveconfidencethattheactivitiesbeing
conductedarebothconsistentandthorough.

Compareahunttoascanofasystembyanantivirusagent.Thevaluetheantivirusagent
providesisnotmerelytheresultofsinglescan,butthecontinuousprotectionitaffordsan
organization.Threathunting,fromasecurityandvalueperspective,isnodifferent.

Therefore,inordertoconducthuntsthatareconsistent,rigorous,andrepeatable,itisbeneficialto
establishandadheretoacyclewhichissimilartothemanyexistingcyclesestablishedinvarious
cybersecuritysub-disciplines,suchastheincidentresponsepreparednesscycle,thethreat
intelligencecycle,orthesecurityanalysiscycle.Severalpastpublicationshaveproposedcycles
referredtovariouslyas“TheHuntingLoop,”[ii]or“TheThreatHuntingLifecycle,”[iii]andwhilethese
cycleshavetremendousmerit,CyborgSecurityhassynthesizedthesecycles,aswellmaking
modificationstoaddressexistentlimitationsinothercycles,intowhatwecall,eponymously,the
ThreatHuntingCycle.

THREAT
HUNTING
CYCLE

REQUIREMENTS

PLAN

HUNT

HYPOTHESIS

POST HUNT

ENRICH
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Whilewewilltouchonhypothesis-basedhuntinginthefollowingsections,itisimportantto
understandthattheHypothesisstepismoresimplistic.Itaimstodescribeaparticulararea
forinquiryandinvestigationandneednotexclusivelytaketheformofanexplicit,scientific,
hypothesis.

Thesehypothesesmayoriginatefromavarietyofsources,includingtheexistingthreat
intelligencecapabilitiesofanorganization,knownandreportedvulnerabilities,previousredteam
engagements,previouslyreportedincidents,andofcourse,mostimportantly,theskillsand
experienceofthethreathunters.

EXAMPLE OF HYPOTHESIS

Ahypothesis,inthiscase,couldbeaformalstatement:

� “Increasingly,attackershaveconcealedtheircommandandcontrol(C2)trafficin
encryptedTLS/SSL,howeverthroughvolumetrics,frequency,andstatisticalanalysis,
itispossibletoidentifyanomalouscovertchannels.”

However,itcouldalsosimplybeanareaforinvestigation:

� Parse,output,andidentifyallUser-AgentStrings(UAS)observedacrossan
environmenttoidentifystatisticalanomalies.

HYPOTHESIS
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ThenextstepintheThreatHuntingCycleisfororganizationstodeveloptherequirements
necessarytoproveordisprovethehypothesis.Theserequirementsmaybequiteobviousinitially
–forexampleobservingtheuser-agentstringsacrossanenvironmentwouldrequireeither
HTTPmetadatafromnetfloworendpointsecuritycontrols.However,inthedevelopmentof
requirementsitislikelythatorganizationswilldiscoverspecifictechnologicallimitationsoreven
blindspots(i.e.recordingofnetflowdataislimitedtospecificports,orthattheendpointagent
onlystoreshistoricaldatafor13days).

Theseidentifiedlimitationsandblindspotswillneedtobeadaptedandovercameforthe
purposesofthehunt(i.e.perhapsexpandingthenumberofportsHTTPmetadataisavailable
for,toincludewidelyabusedports,ordoingsequentialpullsofendpointlogsevery12days)
buttheyshouldalsobenotedandinvestigatedduringtheFeedbackphaseinordertoensure
ongoingimprovement.

WHAT SHOULD I HAVE FOR REQUIREMENTS?

� Determineifthehuntrequiresnetworkvisibility?Endpointvisibility?Orboth.

� Identifythelogsourcesthatwouldallowhunterstoidentifytheactivity.

� Considerthetoolsthatcouldbeusedtogathermorein-depthinformation.

� Determineanyspecialskillsetrequirementsyouhaveforthehunt(forexample,the
expertiseofadatascientist).

� Documenttechnicallimitationsandblindspots,butalsohowyouwouldovercome
them.

REQUIREMENTS
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Huntteamsmustdevelopaformal,written,plan(oftenreferredtosimplyasa“huntplan”)where
theparticularsofthehuntarelaidout.Whilethereisnoformalformatfortheseplanstheyshould
alsoactasalivingdocumentthatcanbeusedmovingforwardbothforthecoordinationofthe
existinghuntamongstmultipleteammembers,aswellasaguideforfuturehunts.

Thisplanshouldclearlylayouttheestablishedhypothesis,thetechnologicalandoperational
requirements,thetimeframeforthehunt(i.e.quarterly,monthly,etc.),additionalsupportfrom
externalteamsthathuntersmayrequire;theactionsthatwillbecarriedoutduringthehuntinthe
formofplaybooks;analysisandvalidationmethodologiesemployedintheformofrunbooks;the
agreedmethodofincidentreportingshouldacompromisebeidentified;and,acrucialpointthatis
oftenoverlooked,arecordofpointsforimprovementfromprevioushuntsandeffortsorchanges
inmethodologyortechnologytoaddressthosepoints.Thislastpointpreventssituationsfrom
developingwhereactivitiesarecarriedout“becausethatishowtheyhavealwaysbeendone.”

PLAN

Thenextphase,referredtoastheHuntphase,iswheretheactualexecution,laidoutinthe
huntplan,iscarriedout.Thisstepwillvarydependinguponthesourcesofdata,analysis
methodologies,andadditionalroadblocksorchallengesthatareencountered.Anyfindings(e.g.
truepositiveandnegative,aswellasfalsepositiveandnegative)orchallengesexperiencedbythe
huntteam,duringtheHuntphase,shouldberecordedinthehuntplan,asitwillserveasthebasis
forthedocumentationproduced.

HUNT
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TheEnrichphaseisastepthatisoftenforgottenaltogether.Theroleoftheenrichmentprocess
isasimportantastheHuntphaseitself.DuringtheEnrichphase,positiveidentificationsof
previouslyunknownmaliciousactivitywillbeanalyzedforattributeswhichcanbedetected
inthefuture,anddetectioncontentbasedonsomeaspectoftheattack,tool,ormalware
(communicationpatternsorinfrastructure,orprogrammaticalbehaviorsorattributes)needsto
becreated.Thisprocessensuresthatmovingforward,detectionsofidentifiedandknownthreats
arecarriedoutbytraditionalsecurityoperationscapabilities,andnotwastingahuntteam’stime
onknownthreats.

However,detectioncontentisnottheonlyoutputoftheEnrichphase.Additionally,new
documentationofthenewlycreatedthreatdetectioncontent(especiallyanalysisandvalidation
steps),andfindingsregardingtheenvironment(especiallyaroundidentifiedfalsepositivesand
negatives)shouldbecreated,andexistingdocumentationshouldbeenrichedwiththefindings.
Thisprocessensuresthatthreathuntingservestoimprovetheoverallprocessesinthesecurity
operationscycle.

ENRICH

ThePostHuntphaseisthefinalcomponentoftheThreatHuntingCycle,andit’sessentialfor
continuousimprovementandthedevelopmentofamaturethreathuntingcapability.Oneofthe
mostcriticalelementsofthisphaseisfeedback,whichshouldbesoughtnotonlyfromthethreat
huntersthemselvesbutalsofromthesupportteamsinvolvedinthehuntandtherecipientsofthe
huntingoutputs,suchasincidentresponse,threatintelligence,securityanalysts,andbusiness-
focusedstakeholders.Thisensuresthatallpartiescanidentifythestrengthsthatshouldbe
preservedandtheweaknessesthatmustbeimproved.

POST HUNT
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REPORTING & METRICS 

AnotherimportantcomponentofthePostHuntphasearereportingandmetrics.Demonstrating
thevalueandimpactofthreathuntingtouppermanagementandbusinessstakeholderscanbe
challenging,especiallyastheoutcomesofasuccessfulhuntmaynotalwaysbeimmediately
apparentormeasurable.Reportingprovidestacticalinformationtoreadersandgivesteamsthe
abilitytoshowkeyoutcomesandbenefitsthatwereachievedduringasinglehunt,evenifnobad
actorsormaliciousactivitywerefoundwithinanenvironmentduringahunt.

Anotherdimensiontothesuccessfulcommunicationofvaluethatthreathuntingprovidesare
metrics.Metricsallowsecurityleadershiptoprovideoperationsandstrategicinformationabout
theoverallvaluethatthreathuntinghasprovidedtotheorganization.Whiletheindividualmetrics
thatanorganizationmayvarysignificantlybasedonstakeholderrequirements,akeyareaof
considerationshouldbehuntoutcomes.

HOW TO MEASURE A HUNT’S SUCCESS WHEN “BAD” ISN’T FOUND

� Increasedvisibilityandunderstandingoftheenvironment,

� Identificationofvisibilitygapsandmisconfigurations,

� Improvedincidentresponsereadiness,

� Enhancedsecurityposture,

� Bettercorrelationofdata,

� Enhancetheknowledgeoftheteam,and

� Testincidentresponseplans.

Asuccessfulthreathuntoutcomecanbedeterminedbyavarietyoffactors,including
increasedvisibilityandunderstandingoftheenvironment,identificationofvisibilitygapsand
misconfigurations,improvedincidentresponsereadiness,enhancedsecurityposture,better
correlationofdata,enhancementoftheteam’sknowledge,testingoftheincidentresponse
plan,andenhancementoftheteam’sknowledgeoftheenvironment.Therefore,evenahuntthat
doesn’tresultinpositivethreatidentificationcanbeviewedasasuccessfuloutcomethatcan
helpanorganizationbetterunderstandandprotectagainstfuturepotentialthreats.

Huntmetrics,generally,andoutcomesspecificallycanhelporganizationsshowtheholisticvalue
ofthreathuntingtoanorganizationandhowhuntinghashelpedtoimprovetheoverallpostureof
theorganizationagainstthemodernthreatlandscape.
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HUNTING IN ACTION

Manyorganizationsseekingtobegindeveloping–ormatureexisting–huntcapabilitiesarelikely
toaskthesimple,andyetpointed,question:“HowdoIhunt?”

Theanswertothatquestion,however,isasvariedasthenumberofpeopleoneasksitto,and
perhapsevenmoreso.Withthatbeingsaid,thereareconceptualmodelsdevelopedtogroup
typesofhuntingtogether.

STRUCTURED HUNTING UNSTRUCTURED HUNTING

Structuredhunting,otherwiseknownas
hypothesis-basedhunting,isacategory

thatisbasedonacentralhypothesisabout
attackersandtheirassociatedtactics,
techniques,andprocedures(TTP).[iv]

Thistypeofhuntingistypicallyreserved
forhuntteamsinmoremature,proactive,

organizations.UnliketheHypothesisphase
oftheThreatHuntingCycle,hypothesis-

basedhuntingisdevelopedstrictlyaround
ascientifichypothesis,thatisaformal

statementwhichmustbefalsifiable,and
isoftendrivenbyorganizations’threat
intelligencecapabilities,butmayalso
beinformedbyahunter’sskillsetand

experience.

Unstructuredhunting,oftenreferredtoas
data-basedhunting,isacategorywhichis

notbasedonacentralhypothesisbutrather
onobservabledata.[v]Thisstyleofhunting
isoftenwhereorganizationsthathavenot

yetstartedhunting,orwhoconduct‘reactive
hunting’starttheirhuntingactivities,and
itmayemployanalyticalconstructssuch

as“theprincipleofleastseen,”anduse
techniquessuchasstacking,clusteringand

others,asdescribedbelow.

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
000000000000000000
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
000000000000000000
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
000000000000000000
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THREAT HUNTING TACTICS
Thereareanumberoftacticsthatthreathuntersuseforbothstructuredandunstructured
hunting.Whilethislistisnotexhaustive,itismeanttoprovidesomeinsightintotacticsthreat
huntersoftenuseintheirhunts.Notethatnoneofthesetacticsareexclusive,andseveralcan,
andshould,beusedintandemasseenintheTaHiTImethodology.[vi]

INTELLIGENCE DRIVEN

Intelligence-drivenhuntingisatacticusedinstructuredhuntingwherebyhuntersusereporting
frominternalandexternalthreatintelligenceprovidersinordertodevelopahypothesis.[vii]
Thistypeofhuntingwillrelyveryheavilyonthequalityofintelligencereportinggenerated
andconsumedbyorganizations.Whenanewvulnerabilityorattacktechniqueisreleased,
threatintelligencereportingwilldocumenttheattack,andthatwilloftenformthebasisfora
newhypothesis.

TARGET-DRIVEN

Target-drivenhuntingisatacticthatacknowledgesthathuntershavebothlimitedtimeand
resources,andthatwhileattackersmaygainaccessthroughanumberofavenues,theirultimate
targetsareoftensimilar:specificnetworkinginfrastructureandlargedatarepositories.[viii]
Therefore,whenreviewinghuntplans,fororganizationswithlimitedresources,thesetargets
shouldbeprioritized.

TECHNIQUE DRIVEN

Technique-drivenhuntingisatacticforhuntingthatseekstoconcentrateonone,oraseriesof,
techniquesthatattackersarelikelytoemploy.[ix]Thesetechniquesareoften,butnotalways,
derivedfromtheMITREATT&CKframework,andseektouncoverallusageofthattechniquein
theenvironment,regardlessofwhetheritislegitimateornot.Thistacticreliesheavilyonthreat
hunters’skillsandexperiencewiththevariousoperatingsystemswithintheenvironment.
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THREAT HUNTING TECHNIQUES
Similartothedescribedtactics,threathuntersfrequentlyemployvarioustechniquesfor
structured,andespeciallyunstructured,hunting.Thislistismostcertainlynotexhaustivebutmay
servetoillustratemethodsthreathuntersmayuseduringanactivehunt.

VOLUME ANALYSIS

Volumetricanalysislooksatthevolumeofaparticularactivityinrelationtoallotheractivities.
Whilethismethodisoftenthoughtofintermsofnetworktraffic,itcanbeappliedmorebroadly
toanyactivityonasystem,suchasthenumberofprocesseswithunusualpaths,thenumberof
particularusers’activitiesacrossanenvironment,oranyotheraspectwhichcanbesufficiently
measuredandvisualized.

EXAMPLES COULD INCLUDE: 

� Howmuchdatadidendpointssendoutofthenetwork?

�Whichendpointsentthemostdata?

�WhatexternalIPhadthegreatestnumberofblockedconnections?

�Whichsystemshavehadthelongestsessions?

�WhatsystemshavehadthemostAValerts?

FREQUENCY ANALYSIS

Frequencyanalysisislikevolumetricanalysis.Insteadofvolume,itexaminesfrequencyofan
occurrence.Thistechniqueismostoftenappliedtonetworktrafficatboththenetworkandhost
levels.Hunterswilluseittoidentifyanomalouspatternsoftenfoundinmalwarebeacons.

CLUSTERING ANALYSIS

Clusteringanalysisisamethodofstatisticalanalysis.Thistechniquewilloftenlookatboth
network-andhost-basedcharacteristics.Clusteringwillgroupdataaroundaparticularsetof
characteristicsinaggregate.Thistechniqueisoftenaidedbystatisticalanalysistools.Clustering
canhelpidentifythingssuchasoutlierssuchasanuncommonnumbersofoccurrencesofa
commonbehavior
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GROUPING ANALYSIS

Groupinganalysisissimilartoclusteringanalysis,butinsteadofclusteringbasedonaan
aggregateofvariouscharacteristics,groupingseekstogroupthedatabasedontheoccurrence
ofspecificsimultaneousconditions.[x]Groupinganalysiscanoftenrevealpreviouslyunknown
toolsoractorbehaviors.

EXAMPLES OF CHARACTERISTICS THAT YIELD RESULTS WHEN 
GROUPED INCLUDE: 

� Outboundnetworksource–Thisshowshoststhatmaybebypassingweb
contentfiltering.

� DomainNameServers–Thiswillrevealhoststhatmaybeusingnon-standardDNS
servers.

STACK COUNTING (STACKING)

Stackcounting,ormoresimply“stacking,”isananalyticalmethodwhichcanbeeffectivelyused
againstfinitedatasets(i.e.aparticularbusinessunit,department,organizationalfunction)and
involvesaggregatingandcountingthenumberoftimesaconditionisobserved,withtheintent
ofidentifyingstatisticalextremesineitherdirection.[xi]Anexamplewhichoftenyieldsresults
islookingatthedirectorythatkeyWindowsfilesareobservedin.Thiscanidentify,forexample,
binariesmasqueradingaslegitimatefiles.

EXAMPLES OF DATA THAT CAN BE EFFECTIVELY STACKED 
INCLUDE: 

� UserAgentStrings

� High(ephemeral)portnumbers

� Specificfilenamesandtheirlocations

� Installedprogramsacrossanorganization

� Processnamesandexecutionpathsacrossadepartment
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LONG TERM BENEFITS OF THE HUNT

Threathuntingisaproactiveandsystematicapproachtoidentifyingandmitigatingpotential
threatstoanorganization’snetwork,systems,anddata.Whenexecutedcorrectly,threathunting
canprovideanumberoflong-termbenefitstoorganizations,andcanhelptoensurethat
theyremainsecureagainstawiderangeofthreats.Thesebenefitscanbegroupedintothree
keycategories:

DRIVING STRATEGIC DECISIONS:
Oneofthekeybenefitsofthreathuntingisthatitprovidesorganizationswithvaluable
informationandinsightsthattheycanusetomakeinformedandstrategicdecisionsabouttheir
securityposture.Asorganizationsconductregularproactivethreathunting,theywillvalidatethe
effectivenessoftheirexistingsecuritytoolsandidentifyanyvisibilitygapsthatexistwithintheir
network.Thesegapscanbecategorizedintotwomajorgroups:visibilitygaps(whichareoften
identifiedduringthevalidationprocess)andtechnologygaps,whereanorganizationroutinely
needsaccesstospecifictechnologicalcapabilitiesthatitdoesn’tpossess. 

Byidentifyingthesegaps,organizationscanmakeinformeddecisionsaboutwhattechnological
capabilitiesandvisibilitiesshouldtakepriorityinordertobestprotecttheirnetworkandassets.
Thiscanhelptoensurethattheyareabletostayaheadofemergingthreats,andcanprovide
peaceofmindknowingthattheirnetworkisprotectedagainstawiderangeofpotentialthreats. 
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IDENTIFYING CURRENT/FUTURE THREATS:
Asthreathuntteamsmature,theywillbegintocategorizetheirhuntingeffortsintotwoprimary
groups:targetedthreatbehaviorsandcontinuousthreatbehaviors.Targetedthreatbehaviors
arespecifictoaparticularthreatoradversary,andaredesignedtoansweraspecificquestion
suchas“havewebeenimpactedbythisspecificthreat?”Ontheotherhand,continuousthreat
behaviorsaresuspiciousormaliciousbehaviorsthatareexhibitedbymultiplethreats. 

Byhuntingforbothtargetedandcontinuousthreatbehaviors,organizationscanstayaheadofthe
curvewhenitcomestoidentifyingandmitigatingpotentialthreats.Thiscanhelptoensurethat
theyareabletostayaheadofemergingthreats,andcanprovidepeaceofmindknowingthattheir
networkisprotectedagainstawiderangeofpotentialthreats.

MAXIMIZING ROI ON PEOPLE/TECHNOLOGY:
Finally,threathuntinghelpsorganizationstomaximizethereturnoninvestmentfrombothpeople
andtechnology.Fromapeopleperspective,threathuntingutilizesindividualskillsandtalents,
especiallyhighlytechnicalsecurityresources.However,itisimportanttonotethatinstitutional
knowledgefromothertechnicalgroups(suchasaccountmanagementorsystemadministration)
canalsobehighlyvaluableandcanhelptoensurethatindividualswantingtofurtherdeveloptheir
careersaregiventheopportunitytodoso.

Intermsoftechnology,threathuntingenablesorganizationstomaximizethecapabilitiesoftheir
securitytoolsbyusingthetelemetrydatatoitsfullestextentpossible.Thiscanhelptoensure
thatorganizationsaregettingthemostoutoftheirinvestments,andcanprovidepeaceofmind
knowingthattheirnetworkisprotectedagainstawiderangeofpotentialthreats.

Inconclusion,thelong-termbenefitsofthreathuntingaremany,andcanhelporganizations
tostayaheadofemergingthreats,makeinformedandstrategicdecisionsabouttheirsecurity
posture,andmaximizethereturnoninvestmentfrombothpeopleandtechnology.Byconducting
regularproactivethreathunting,organizationscanensurethattheirnetworkisprotectedagainst
awiderangeofpotentialthreatsandcanprovidepeaceofmindknowingthattheirsecurityisin
goodhands.
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CONCLUSION

Asthethreatlandscapecontinuestoevolve,andadversariescarryondevelopingtheiroverall
tradecraft,organizationsareawareofthegrowinglimitationsposedbytraditionalsecurity
practices.Asaresult,moreorganizationsarelookingtothreathuntingasameansoffurther
maturingtheiroverallsecurityoperations,andasaresult,therequirementtounderstandwhat
threathuntingis(andequally,whatitisn’t!),andtherolehuntingplaysintheoverallsecurity
processesismoreimportantthanever.

Equallycritical,however,isalsotounderstandthatthreathuntingasacapabilitydoesnot
supplanttraditionalsecurityoperations.Ratheritservesasavitalcomponentoftheoverall
securityapparatusandshouldservenotonlytodetecthiddenthreatsbutalsotoimprovethe
capabilitiesofexistingsecurityteams,especiallyintheareasofthreatdetectioncontentcreation,
documentationintheformofplaybooksandrunbooks,aswellasservingasaninputforthreat
intelligence,incidentresponseandredteamengagements.
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CyborgSecuritywouldalsoliketothankallthreathunters,manyofwhomhavetoiledtirelessly
inthelogdatainsearchof“thebad,”fortheirsignificantandongoingcontributionstothefieldof
threathunting,asawhole.

AmongstthoseindividualsandtheircontributionstothreathuntingwhichCyborg
Securityhasdrawnontocomposethisinclude:

 � David J. Bianco–oneoftheforefathersofthreathunting,andwhosecontributions
tocybersecurityfieldaretooinnumerabletocount.

 � Ely Kahn–theco-founderofthethreathuntingandsecurityanalyticsplatform
SQRRL(acquiredbyAWS).

STANDING ON THE SHOULDERS OF 
GIANTS

Threathunting,bothasaprocessandasadiscipline,mustbeiterative,buildingontheknowledge
andexperienceofthosewhocamebeforeandthosewhostandshould-to-shoulderwithus.
Assuch,CyborgSecurity,Inc.wouldliketoacknowledgeandthankthosewhohaveworked
tofurtherthefieldandindustryofthreathunting,andwhosepre-eminentworkinfluencedand
helpedshapetheThreatHuntingFramework.
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HOW HUNTER HELPS

TheHUNTERPlatformfromCyborgSecurityisapowerfultooldesignedtohelporganizations
detectandrespondtocybersecuritythreats.Itisspecificallybuiltforthreathunters,providing
themwithallthetools,resources,andsupporttheyneedtoidentify,track,andmitigatethreats
effectively.HerearesomeofthewaysHUNTERhelpsorganizationsperformthreathunting:

OneofthekeyfeaturesoftheHUNTERPlatformisitsvastlibraryofthreathuntingcontent.This
includeshuntingqueries,playbooks,andotherresourcesthataredesignedtohelporganizations
getstartedwiththreathunting.Theplatformalsooffersadvancedsearchcapabilities,allowing
userstosearchacrossdifferentdatasourcestoidentifypotentialthreats.

ThePlatformalsoprovidesdetailedreportsonhuntingactivities,includingthenumberofhunts
conducted,thetypesofthreatsdetected,andtheoutcomesofthosehunts.Thesereportshelp
securityteamsunderstandtheimpactoftheirhuntingeffortsanddemonstratetheROIofthreat
huntingtokeystakeholderswithintheorganization.

TheHUNTERPlatformoffersacentralizedlocationformanagingallaspectsofthethreathunting
process,fromcreatinganddeployingqueries,totrackinghuntingprogress,toreportingon
outcomes.Thisenablessecurityteamstoeasilymanagetheirhuntingeffortsandcollaborate
moreeffectively.

TheHUNTERPlatformisacomprehensivesolutionforthreathuntingthatprovidesorganizations
withthenecessarytools,resources,andsupporttoeffectivelydetectandrespondto
cybersecuritythreats.Itsadvancedfeatures,reportingcapabilities,andmanagementtoolsmake
itanessentialtoolforanyorganizationlookingtoimproveitsthreathuntingefforts.

SEE HUNTER IN ACTION

Get started hunting for FREE! Get a 
Community Account on the HUNTER 

Platform at cyborgsecurity.com!
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ABOUT CYBORG SECURITY

CyborgSecurityisacybersecuritycompanythatprovidesthreathuntingsolutionsthroughthe
HUNTERPlatform.Theyspecializeinproactivethreathuntingandofferarangeofcustomizable
huntingpackagestomeettheuniqueneedsoftheirclients.CyborgSecurityisfocusedon
empoweringsecurityteamswiththetoolsandresourcestheyneedtoeffectivelydetectand
respondtothreats.

CONTACT INFO FOLLOW US!

407.562.1124

info@cyborgsecurity.com

www.cyborgsecurity.com

linkedinCyborg-Security

twitter@CyborgSecInc

youtubeCyborgSecurity

facebookCyborgSecurity

instagram@CyborgSecInc

discord CyborgSecurity
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